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Federated Learning and
Homomorphic Encryption for Personal
Data Management in Al4Hope

Dementia poses an increasing challenge across
the European Union, driven by the ageing
population. Digital health interventions offer
significant potential to improve both the
accessibility and quality of dementia care. These
technologies are being evaluated for multiple
purposes — including education, symptom
management, care planning, decision-making,
and facilitating communication between
patients, healthcare professionals, and
caregivers. However, current studies often suffer
from methodological biases and inconsistent
outcomes, limiting their broader applicability.

Effective data-driven treatment and monitoring
of dementia are essential for enhancing patient
safety, managing public health responses, and
improving the quality of life of both patients and
survivors. The EU-funded AI4HOPE project aims
to strengthen dementia-related policymaking by
identifying holistic interventions, developing
innovative digital tools, and applying artificial
intelligence to assess the real-world impact of
digital health solutions.

Within AI4HOPE, one of the key objectives is to
ensure that Al models can be effectively
deployed across regions with diverse populations
and healthcare contexts — while fully preserving
data privacy. To achieve this, the project
leverages Federated Learning combined with
Homomorphic Encryption, a powerful framework
that allows Al systems to learn collaboratively
from distributed data sources without sharing
sensitive information.

This approach enables multiple institutions to
train Al models locally, keeping patient data
within their secure environments. Federated
Learning coordinates this distributed training
process by aggregating encrypted model
updates rather than raw data. Still, even these
updates can pose security risks if intercepted or
reverse-engineered. Here, Homomorphic
Encryption plays a crucial role — allowing
computations to be performed directly on
encrypted data without ever decrypting it.
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In conclusion, Federated Learning represents a major advancement toward
responsible, privacy-preserving, and collaborative Al. Its adoption continues to
expand — from healthcare to everyday applications like mobile devices —
supporting a more ethical and inclusive digital ecosystem. The synergy between
Federated Learning and Homomorphic Encryption provides one of the most
robust architectures available today for secure and trustworthy Al, especially in
sensitive domains such as healthcare, finance, and personal data management,
where privacy is not only a priority but a legal and ethical imperative.

Silvia Gonzdlez, ITCL Technology Centre
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In this short video, Maria Jaakkola from coordinating partner Turun yliopisto - University of Turku
explains the goals of AI4HOPE.

Watch full video

Testing whether people with dementia find digital
interventions helpful or burdensome / Learning
how explainable Al can predict wellbeing
outcomes / Understanding how technology and
clinical care can complement each other
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where we test

surveys and smart band



https://www.youtube.com/watch?v=lqW8kdy_8hk
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This information sheet has been developed by Alzheimer Europe and the European Association for
Palliative Care, in collaboration with the European Working Group of People with Dementia and the
European Dementia Carers Working Group.

Read full

A Palliative Approach
to Dementia Care

Bereavement

Disease-directed approach

Dementia care

Palliative approach
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FORMER DEMENTIA CARER

At first, the idea of palliative care felt
daunting, but for me, it came fo
represent comfort and reassurance. Affer my
partner’s diagnosis, | felt like | was just
discharged and left to figure things
out on my own. But with palliative care, there was a
sense of continuity, | wasn’t abandoned.
| felt included, supported, and fruly looked after
throughout the whole journey.


https://www.ai4hope.eu/dementia-care
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Examples of a Palliative
Approach to Dementia Care

In England, a dementia service incorporates a palliative care approach
into standard dementia care. Thus, people with dementia at any stage
have a holistic needs assessment, advanced care planning and ultimately
good end-of-life care. These services are highly flexible in their working
patterns to meet the needs of users. Activities are guided by the person’s
history, personality and preferences, emphasising their independence and
empowerment. The service staff also help to support the person with
dementia in making advance care plans, thereby ensuring that future care
aligns with their wishes. This diminishes potential carer guilt and distress
when making important decisions on their behalf.

Close collaboration with GPs and community nurses is essential to ensure
necessary equipment is in place, when the end of life approaches. One
service offers up to three support visits from the team for the carer
following the death of a person with dementia. If additional support is
warranted, a referral to bereavement services is made. Another service
offers a bereavement call and a follow-up three months later from the
bereavement counselling team.

In the Republic of Ireland, a Specialist Palliative Care service based at an
acute hospital accepts people with life-limiting illnesses, such as
dementia. Within such services, community palliative care Clinical Nurse
Specialists are trained in dementia care, and end-of-life support is
available 24/7 through an external “night nurse” service.

This information sheet has been developed by Alzheimer Europe and the European Association for
Palliative Care, in collaboration with the European Working Group of People with Dementia and the
European Dementia Carers Working Group.

Read full


https://www.ai4hope.eu/dementia-care
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Publication: Artificial Intelligence-Based
Approaches for Advance Care Planning:
q Scoping ReVieW Umut Arioz, Matthew John Allsop, William D. Goodman,

Suzanne Timmons, Kseniya Simbirtseva, I1zidor Mlakar
& Grega Mocnik

The potential for Artificial Intelligence (Al) to However, the field faces a critical hurdle:
optimize future healthcare decision-making is transparency and reproducibility. We found that
vast. Our review, based on an analysis of 41 key while models are demonstrating success, many
studies, confirms that Al models show promising studies lack the essential components needed for
predictive performance in identifying patients clinical validation, specifically open-access data
who need timely Advance Care Planning (ACP) and source code availability. This absence
discussions. significantly undermines trust and limits the

rigorous scrutiny required for health tools.

To advance this field responsibly, our research outlines a clear roadmap:

Read publication


https://bmcpalliatcare.biomedcentral.com/articles/10.1186/s12904-025-01827-x

